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What Are “Social Media”?

= “Social media [are] media designed to be disseminated
through social interaction, created using highly accessible

and scalable publishing techniques.”
http.//en.wikipedia.org/wiki/Social _media

= “Web 2.0”
= “UGC” — User Generated Content
= “CGM’” — Consumer Generated Media

= “lt supports the democratization of knowledge and
information, transforming people from content consumers into
content producers.” /d.
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What Are “Social Media”?

= Some examples:
= Blogs
= Social Networking (e.g., Facebook, Twitter, Myspace)
= Wikis (e.g., Wikipedia)
* Video Sharing (e.g., YouTube)
= Photography and Art Sharing (e.g., Flickr)
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What Are “Social Media”?
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= “Tweets are text-based
posts of up to 140 i ——
characters displayed on the o =
author's profile page and '
delivered to the author's
subscribers who are known
as followers.” 1.
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What Are “Social Media”?
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Social Media as Public Records

= RCW 40.14: Preservation and destruction of public records

= “If the posts are made or received in connection with the
transaction of the agency’s public business (such as
providing advice or receiving comments about the agency, its
programs, core business, etc.), then they are public records
for the purposes of records retention and need to be retained
fOl' the|r minimum retention periOdS.” Secretary of State Sam Reed, “Electronic

Records Management: Blogs, Wikis, Facebook, Twitter & Managing Public Records,” www.secstate.wa.gov, September
2009.

= “If the posts are simply copies of records that the agency is
already retaining for the minimum retention period (such as
links to publications), then the posts may be considered
secondary copies and retained accordingly.” «
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Watch What You Text!

= “[A]ll anyone can talk about is the scandal consuming Mayor
Kwame Kilpatrick—the one a local TV station calls “Sex,
Lies, and Texting.” . . . The Detroit Free Press published
text messages between Kilpatrick (who is married with
children) and his chief of staff, Christine Beatty (divorced with
children), that seem to confirm what both have denied

under oath: that they had an illicit affair.” «eitn Naughton, “Sex, Lies,
and Texting,” Newseek, January 25, 2008.

= “In the mayor's case, the reason his messages have been
exposed is because of the specialized service the city has
contracted with to handle wireless communications

between Clty officials.” Mmike wendiand, “How secure are your text messages?,”
Freep.com, January 24, 2008.
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Watch What You Email!

= “In January, the high court [of Massachusetts] ruled that
the Wayland School Committee violated the Open
Meeting Law when four of five members exchanged e-
mails about the school superintendent’s job
performance prior to a public meeting.” ban ring, *Public E-mails: on

the record,” The Republican, March 18, 2010.

(111

= “Emails are like postcards,’ said . . . one of the
Legislature’s top experts on the public records law.
‘Anybody can read them.” . . . People can obtain e-

mail messages of government employees by using the
state’s Public Records Law. w«
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“[An] Olympia City
Council member...
caught some flak last
fall for posting
derogatory comments
on his Facebook page
about a citizen who
was testifying at that
very moment.” s shanon,

“Email, Facebook use by city council members
keeps stirring up questions,” theolympian.com, July
7, 2009.

Watch What You Facebook!
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Watch What You Tweet!

= “A Twitter post from a Mukilteo councilwoman is raising
questions about how the city conducts its business . ... ‘City
staff and some council now Debriefing and relaxing at ivars
for late night happy hour. Time for dinner, | think!” wrote
Gregerson, who used the microblogging service to send 28

updates or tweets during the hearing.” cnris Fyall, “Tweets brings
possibly illegal meeting to light,” HeraldNet, June 18, 2009.

= “The state’s Open Meetings Act forbids elected officials from
discussing official business that is likely to come before the
elected body if there is a quorum and if the meeting wasn’t
properly advertised to the public, said Tim Ford, open
government ombudsman for the state Attorney General’'s
office.” .

K&L Gates LLp
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Electronic Records — New Regulations

= Chapter 434-662 WAC relates
to the preservation of EPR

= Ch. 434-662 elaborates on the
application of records laws
e.g., chapter 40.14 RCW) to
EPR

K&L Gates LLp

Chapter 434-662 WAC

PRESERVATION OF ELECTRONIC PUBLIC RECORDS

NEW SECTION

WAC 434-662-010 Purpose. Pursuant to the provisions of
chapters 40.14 and 42.56 RCW, and RCW 43.105.250, the rules
contained in this chapter are intended to ensure that electronic
public records are securely preserved for their minimum retention
period for present and future access and/or are transferred to the
Washington state digital archives for retention so that valuable
legal and historical records of the state may be centralized, made
more widely available, and permanently preserved.

NEW SECTION

WAC 434-662-020 Definitions applicable to all sections of
this chapter. Unless the context indicates otherwise, words used
in this chapter shall have the meaning given in this section.

"Agency" means any department, office, commission, board, or
division of state government; and any county, city, district, or
other political subdivision or municipal corporation or any
department, office, commission, court, or board or any other state
or local government unit, however designated.

"Archival value" means those public records, as determined by
state archivist's appraisal, that are worthy of long-term or
permanent preservation by the archives due to their historical,
legal, fiscal, evidential, or informational value, or are
designated such by statute.

"Authentic" means that a public record is accepted by the
state archives as genuine, trustworthy, or original.

"Authentication” means the process of verifying that a public
record is acceptable as genuine, trustworthy, original, or
authentic.

"Chain of custody” means the documentation of the succession
of offices or persons who held public records, in a manner that
could meet the evidentiary standards of a court of law until their
proper disposition’ according to an approved records retention

{11 OTS-9203.6
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Electronic Records — Form and Substance

= Form: Electronic Public Records ("EPR") includes
any public records that are only retrievable and
readable by a machine. WAC 434-662-020.
= Examples: e-mail, web pages, scanned images,
database files, word processing files, text messages,
blog postings, “tweets”

= Substance: EPR are generally retained and
disposed of based on content. WAC 434-662-030.

K&L Gates LLp
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Electronic Records — Retention Schedules

= EPR must be retained pursuant to the applicable
retention schedules. WAC 434-662-030.
= As with paper records, destruction of, or changes to,

EPR by local governments requires legal approval
from the Local Records Committee

= EPR must be retained in electronic format. WAC
434-662-040.

= Printing and retaining a hard copy is not sufficient
(unless approved by the Local Records Committee)

K&L Gates LLp 13
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Electronic Records — Substantive Distinctions

“Official Public Records” = all original vouchers, receipts, and other documents necessary
to isolate and prove the validity of every transaction relating to the receipt, use, and
disposition of all public property and public income from all sources whatsoever; all
agreements and contracts to which the state of Washington or any agency thereof may be
a party; all fidelity, surety, and performance bonds; all claims filed against the state of
Washington or any agency thereof; all records or documents required by law to be filed
with or kept by any agency of the state of Washington; all legislative records; and all other
documents or records determined by the records committee to be official public records.
RCW 40.14.010(1).

“Office Files and Memoranda” = correspondence, exhibits, drawings, maps, completed
forms, or documents not above defined and classified as official public records; duplicate
copies of official public records filed with any agency of the state of Washington;
documents and reports made for the internal administration of the office to which they
pertain but not required by law to be filed or kept with such agency; and other documents
or records as determined by the records committee to be office files and memoranda.
RCW 40.14.010(2).

K&L Gates LLp 14
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Electronic Records Retention — How Long?

= Official Public Records: generally six years

= Office Files and Memoranda: generally shorter
pursuant to retention schedules
= Archival Records: Longer or permanent retention
= Usually less than 5%

* |f a requested record is scheduled for destruction
and the agency receives a request for it, the record
cannot be destroyed until the request is resolved.
RCW 42.56.100; WAC 44-14-04003.

K&L Gates LLp
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Key Electronic Records Schedules for Local
Governments

= Current schedules available at:
http://www.secstate.wa.gov/archives/gs.aspx

= Local Government Common Records Retention
Schedule (CORE) - Version 1, December 2008

= School Districts and Educational Services
Districts Records Retention Schedule - Version
7.1, July 2009

K&L Gates LLp
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Wachingron Srate Arcliver
Office of the Seatetury of Stabe

Local Government Comiman Recovds Retention Scheduie [CORE)

Version 2 0 (fenugy 2000)

1.1 ADMIMISTRATICON {GENMERAL)
The gotivity associgted with the doy-to-doy apevotions of the agency. [nclades shom-term records that con be disposed'of oz port of normal
odminisiroiee proctics.
DISFOEITION
ITEM RETEMTICIN AMND
NO. DESCAFTHON OF RECORDS AUTHORITY nmm DESIGRATICN
) HLMEER {DAN] .
1.1.68 | Communicotions — Non-Execitive GEH20I0-001 | Belain for 2 vears after MOM-ARCHIVAL
internzl znd esternzl communications 1o or from emplovees {inciudes contractors Rev.0 communication recsived or HOR-ESSENTIAL
and volunteers], that are made or recetved i connection with the transzction of provided, whichever & fater i
public business, and that are not coverad by 3 more specific reconds series, then
; Diestrony.
Inciudes 2l commamication types, regardless of formas; o
= Correspondence, email;
» wieh stes/forms/pages, social networking posts and commants, stc;
Includes, but is not Emited o
#  Requests for and provision of infermation/adyvice;
®  Azency-initted nformationsadvice
Excludes executive communications covered by DAN G52010-001
Excludes public records requests covered by DANS G550-09-04 and S52010-014
Excludas the provision of routine information covered by DAN G550-02-01
totas informabionsadyice pubiished online by the ogeacy continles to b “provdad”
watd ohe dote It i remousd withdrawn
1.1:F INFORMATICNAL REPOATS COMPILED FOR AGENCY USE GESO-06F-035 | Destroy when obsolets or ARCHIVAL
= & 1 Hguiradi
Ramarks: Megse contact your Aegional Archivist bafore disposing of thiz recond, Bew s mp:ﬁ:ﬂf? PE:E”BE? i 'HEIF‘E";-E:EE'-E—IM
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Wachingon State Archives

School Districts aond Educotional 3enwce Districts Reconds Retention Schedule

Diffice of the Sect=tacs of Stz Version 7.1 [y 2005)
13. COMMURNITY RELATIONS
The-octivityof the locol govermment pgency s inferaciion with is Comrmmine
i OFR FRIBART [SOURCE SECCMDARY [ALL DISPOSITHON
iy SEREET TITLE AND DESCRIFTHIN ar DOHUMENT/ORIGINAL) CITHER] RECORD ALTHORTTY RENL RIS
oiFtd RECDED COFY COFES HUBABER [TV
135 | PUBLIC RESEARCH ACCESS REQUEST OFM | Resolution of regusst Destroy when | SD51-01-35
Request for sccess to disinict records for plus 3 years obsolets or
research purposss. superieded
Lze DAN &550-009-0d for pudlic disclosire
FEqLEsts
REV: Changed descriphan. 07 2008
1.3.6 PUBLIC ARESEARCH ACCESS RECIUEST OFM | Last eniry m log phus 3 (Destroy when | SD31-04-39
Log YEars, obsalete or
zuparzaded.

137 | ScHOOL BULLETING AND MEWSPAPERS | OFM | Retdin untd appraised by | Destroy when | 5051-06F-03 | These reconds must be appraised by
REV. Ch i oy resiiben sl :Egmna! Ald].'!u'nL obsolets or LT neg:u:mal archivizt. Contact
aded remario. 07 /2008 Fotential archival value | superseded. your Begional Archives to amange

See remarks. for appraizsl and transfer

138 STUDENT HANDBOO R/ CALENDAR OFfd | Retain untl appraised by | Destroy when | S051-08F-04 These recards mist be appraised by
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Electronic Records — Using the Schedules

= Understand cut off date — the retention “trigger”

= Short schedules — Know them, use them
= Drafts

= Use schedule categories to determine what departments are
most at issue

= Litigation and records requests supersede the schedule

K&L Gates LLp

19



K&L|GATES

Electronic Records - Disposition

= EPR identified by the records committee as
archival (WAC 434-662-050):

= Must be retained in its original format

= The agency must retain the hardware and software
required to read the EPR, unless a verified
conversion to a new system occurs

= Retention lasts until verification that the EPR has
successfully migrated to the digital archives

K&L Gates LLp
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Electronic Records - Disposition

= EPR identified by the records committee as
nonarchival (WAC 434-662-055):

= May (and should) be disposed of after retention
period (assuming no pending request or litigation)

= EPR rendered obsolete by migration to a more
current file format may be disposed of as a
secondary copy, as outlined in Ch. 40.14 RCW and
the applicable retention schedule

K&L Gates LLp
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Electronic Records — Social Media

= Agencies need to retain posts that are EPR in some
form

* |f outside the agency’s control to maintain, the
agency must create some sort of record, such as an

e-mail confirmation of the post

= |f the creation, receipt and retention of posts are
outside the agency’s control, then the agency
should consider whether use of social networking

technology is appropriate

K&L Gates LLp 22
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{= What is Tweetake? | Tweetake - Windows Internet Explorer

G.Er - |E Hb ) bweeetake,com) 0o _‘4‘,| E‘P' | & |:.,l anogies |.‘E -

File Edit WView Favorites Tools  Help

o Favorites | oy ﬁ SIS % mFreeHotmaiI B Web S Saleryr
|B_Bl_v Ighﬁh&t"'ié"l"t-\féfétaﬁé?-|- Twe.., = i gnrthlvei,:aceboq_k. i Add-ons .. |_| ft- B -2 =~ Pager safety - Tools - - >
|
¥ T
Tweetake 1
Back Up vour Twitterings! l
él‘
- .? |‘
What is Tweetake: Pages
Privacy Policy ‘
The brainehild of Alfred Armstrong and Nikki Pilkington, Twestake is here to allow wou to |
back-up your followers, people you are following and Tweets with just one elick. Stunt Heoe
Support
Why hother to do this? Many reasons:
Troubleshooting / FAQ
« Twitter may lose followjers.agaj_n like It did in June / July What is Tweetake?
« You may change your Twitter name and want to re-follow the people you were
followi d contact th le who were following y =
{,) owing, and conta & people who were fo m\mg)n‘u { T
 You may want to refer to an older Tweet - currently Twitter does not keep all of vour 3 =
older Tweets =B SE8me
« Youmay just like backing things up, just in case’, like us @
We're not affiliated with Twitter in any way, we just thought this would be good for our own
personal use, and decided to make it available for the world at large too.
e

See also “10 Ways to Archive Your Tweets,” http://readwriteweb.com/archives/10_ways to archive your tweets.php

K&L Gates LLp 23



K&L|GATES
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¢ Twlinbox - Use Twitter directly from Outlook. - Windows Internet Explorer

G@ - |THf e s bechhitacom) Tetno
-

Fie Edt ‘View Favorkss  Tools  Help

B ) <] [ e B

i) ook bk

- - Favorites | ‘Q ﬁ".’-:.u-;-‘::::-‘.u--:' Thes % m Free Hotmail 8 /o0 Siee Salion =

P - B) - [ - e Safety~ Took- @
PURCHASE

TH Twlnbox - Use Twite

Save Cuickump AutoRead FBLogk

TwInboX | rwitter ADD-N FOR MICGROSOFT OUTLOOK

 Overvici OutTwit is now called Twinbox. Download Twinbox.
» Screenshols Improved usahility, more great features and a new name. Latest version: 2.0.0.109
» FAQ We hope you enjoy Twinbox!
» Quick Stant Find us @
: . . Ca 67 |
If you are a Microsoft ® Qutlook ® user, you caOffice Marketplace =

t;, | probably have it open all the time. Now you
can have a fully-featured, powerful Twitter
client at your fingertips without having to

open any other applications. Twinbox seamlessly
integrates Twitter into Outlook. It is a perfect Twitter
client for any Outlook user, from a Twitter newbie to a
business professional.

Follow @TechHit on Twitter to receive update notifications.

* Recelve your friend updates in Qutlook

= &pchive, manaoe, group and search your weets he
SAME Way vou manage vour emall (detalls)

= Searah, track keywords, Twinbox will automatically download ALL tweets
matching the keywords you spedify, even Ifyou are not Tollowing the tweel
sender. This feature is perfect for keeping up lo date with the Twitter buzz on
your name; brand. interasts, atc

= Group tweets by sender, topic, etc using the Search feature

"I have used this product |
for one single day and it

already makes my life ‘
much easier, —
Congratularions!! Thisis a

fanrastic add-on 1o

Outlook and | am already

addicred.”
Hew! Try olr
Intest product - | Download Twinbox, it is free! -Johan V.
QuickJump. {'s MORE USER TESTIMONIALS
like SimplyFie for Features
file system o =g ;
el Lipdate your Twitter status directly from Qutloolk

Like Twirbox? Check out
SimpiyFile - it willzave you
at least an hour 5 week!

TECI TechHit on Facebaok
HIT. === ]
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¢~ ArchiveFacebook :: Add-ons for Firefox - Windows Internet Explorer |Z||E|rg|
G{JI - |£_' htbps: | andons mozillaaang s s *-:l E Mozilla Carparation [115] | ) XK |g Talalu[= |P'
File Edit_ 5 Wiew  Favorites  Tools  Help - -
o Favorites | o ﬁ'--:;---.i-:-_--:= Thes % mFree Hotroail 8 Web Fice Sallaew

_E_E";_vlﬁwhat.l_s Twestaks? | Twestaks ;ﬂnighlyé#ac’éﬁbok::b;d"d-... X __! M- B = om - Pages Safety~ Tools - iR~ =
Al
Add-ons for Firefox > F
£ ArchiveFacebook 1.1 1
by Cariton Northern, Frank McCown, Michael Nelson ||
Il
ol

See All Download b

Management Add-ons

See All Photos, Music &
Videos Add-ons

See All Social & b
ety Communication Add-ons
| =9 -
wus Need help with this
L L1
= o ArchiveFacebook is a free tool that allows you io save content add-on?
from your Facebook account directly 1o your hard drive. = E-mail your question

Archive your photos, messages, activily stream, friends list,
notes, evenis and groups.

= Visit the support site
Share this Add-on

[l Let me insiall this experimental add-on, Whats this?|  VIEW

ot | o
== | Download Now < archive

experimental * backup
% data portability
Vareinn 11 « diaital oreservation

(%
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¢~ SocialSafe - Save. Store. Explore. | Your Facebook photos, profile and friends saved to your ma - Windows Internet Explorer

| & | nitee e socialsafe.net | T [ |'il lE | Pl

File Edit View Favorites Tools  Help

o Favorites | 5= e unnEstod Shas o mFree Hatmail & 21 allseyr

-

& Socialsafe - Save, Shore, Explore. | Your Facebookph,., - 8 | opmh v Page Safety ~ Toals - e-

Tour Purchase Support Blog Reviews Contact Us

SOCIALSAFE

the Facebook backup tool
Back up your Facebook Friends, Photos , Profile and wall

Thelg 44 T[] {Backup Tool status Updates 1o your computer in seconds & travel back in
. CTORE time with this wonderfully simple application.

www.socialsale.nel

SOCIAL

< CAECE.
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Electronic Records — Social Media

= “The Kitsap County Parks and Recreation Department’s foray
into the world of social media was short-lived . . .. Tracking th[e]
records can be done, said [Bud Harris, the county’s director of
information services], but it would require him to invest a
considerable amount of time getting the county’s IT systems up to

Speed.” Chris Henry, “Kitsap Official: Right Now, Social Media Is More Trouble Than It's Worth,” Kitsap
Sun, November 7, 2009.

= “Snohomish recently launched its own Facebook page. The
process took about two months, cost $1,000 in design work and
involved consulting city attorneys . . . . In Snohomish, the city
plans to create PDF files of its Facebook wall, a place where
users post messages. The city also has a program to grab and
save video clips, preserving those.” Andy Rathbun, “Snohomish gets on Facebook,

but finds it's more complicated for government,” HeraldNet, February 21, 2010.

K&L Gates LLp
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Electronic Records — General Compliance

= Education and Training

= Share responsibility

= Control the volume — you don’t need to retain it if it does not
exist

= Consider policies, especially for new media (City of Seattle)
= Easier said than done: organize records by retention series

= Examples:
= E-folders
= Shared drives

K&L Gates LLp 28
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Electronic Records — General Compliance

= [ntegrate
= Storage of hard copy and electronic records by approved
imaging
= Use same categories and vocabulary
= When the law allows you to get rid of it, get rid of it once you
have approval
= Server space
= Review time
= Litigation
= Asking permission is better than begging forgiveness

K&L Gates LLp
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Additional Concerns

= Public Disclosure Commission — Social Media and Political
Campaigning
= RCW 42.17.130: Prohibition regarding the use of
public funds and public property and facilities to
support or oppose candidates or ballot propositions.

= Social media sites are likely public property and
facilities. E.g., “[rlemember that voice-mail and e-
mail are both office property and facilities.” Jamesk. pharis,

Deputy Solicitor General of Washington, Memorandum of June 24, 2008.

= The same restrictions will apply, based on content.

K&L Gates LLp
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Additional Concerns

= Public Disclosure Commission — Social Media and Political
Campaigning

= “An agency may develop an objective and fair presentation
of the facts and post that information on its website, including
information regarding agency needs and the anticipated impacts

of a ballot measure.” public Disclosure Commission, “Guidelines for Local Government
Agencies in Election Campaigns,” September 28, 2006.

= “Agency computers, email systems, telephones, and other
information technology systems shall not be used to aid a
campaign for or against a candidate or ballot measure . . . .
Agency websites shall not be used for the purposes of
supporting or opposing a candidate or ballot measure.”
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Additional Concerns

= Terms of Service—most online sites require
account owners to agree to particular terms of
service, including:

= |[ndemnification and defense
= Choice of law and venue
= Advertising

= Ads may raise ethical concerns depending on
content.

= May give the appearance that the government is
endorsing the content.
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Additional Concerns

= Privacy
= No guarantee that social media sites will protect
people’s privacy.
= Contributions from private users to the public site will
likely be public record.

= Disclaimers may be appropriate.

K&L Gates LLp
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Additional Concerns

= First Amendment — Freedom of Speech

= Allowing public comments may create a general public forum.
= A limited forum may be more appropriate.
= Editorial control should be based on a close reading of the law.

K&L Gates LLp
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Additional Concerns

= First Amendment — Freedom of Speech
= City of Seattle Facebook Standard:

K&L Gates LLp

“If comments are turned on, the Wall page should include a
Comment Policy Box with the following disclaimer:

Comments posted to this page will be monitored. Under the
City of Seattle blogging policy, the City reserves the right to
remove inappropriate comments including those that have
obscene language or sexual content, threaten or defame any
person or organization, violate the legal ownership interest of
another party, support or oppose political candidates or
ballot propositions, promote illegal activity, promote
commercial services or products or are not topically related
to the particular posting.”
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